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Summary

This document provides models representing the current systeraactdres for incident
command. As such it represents the CONOPS of a refesgatam for the COPE
development process. The reference system models are provaleétast UML diagrams.
These diagrams identify operational tasks and the actorv@w/ahd their interactions. This
document will also be used to motivate changes in themusystem and it will be the basis
for a human factors analysis and assessment of the proasgdCOPE technologies.
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Abbreviations

BA
BA ECO
C2
CONOPS
COP
COPE
CS
CSO
DO
EMS
EPA
FF

FR
FRS
HazMat
HF

IC

ICP
ICS
ICT
KSM
OoC
PDA
PM
PO
RTA
SC
SME
SMO
SPO
SOP
UML
WP
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Breathing Apparatus

Breathing Apparatus Entry Control Officer
Command and Control

Concept of Operations

Common Operational Picture

Common Operational Picture Exploitation
Command Support

Command Support Officer

District Officer

Emergency Medical Services
Environmental Protection Agency (Ireland)
Fire Fighter

First Responder

Fire and Rescue Services

Hazardous Material

Human Factors

Incident Commander

Incident Command Post

Incident Command Structure

Information and Communication Technology
Knowledge Space Model

Operations Commander

Pre-Determined Attendance

Paramedic

Police Officer

Road Traffic Accident

Sector Commander

Subject matter expert (usually from an end user orgamya
Senior Medical Officer

Senior Police Officer

Standard Operating Procedures
Unified Modelling Language

Work Package
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Glossary of terms

(personnel and structures related to Incident Command)

BA Emergency Team — on stand by in case of an accident

BA Entry Control Officer (BA ECO) — a firefighter whotissponsible for
the safety of all BA wearers on his BA Entry Control Board

BA Team — a pair of BA wearers, with one Team Leader

BA Team Leader — a BA wearer with responsibility for legdk BA
Team

BA Wearer — anyone wearing BA

Command Support Officer (CSO) — firefighter (or higher rankiffiger
dependent on scale of the incident) designated to suppof tlespecially
with communications to Control Centre; reference point for autuiti
appliances, manages information flow to and from the I&roks
information, .e.g. on IC board or in command wallet, asiia liaison
with other response agencies and third parties, arrangesarapes relief
and welfare measures

Command wallet — used in many UK FRS brigades; functionality
comparable to IC board but e.qg. includes reference docunoentiao
Control Centre — The Dublin Fire Brigade Control Centre algegs
emergency calls and dispatches the response units. Asideninc
develops over time, the control centre can be contactethegler to
request additional resources or to upgrade the incident andnalet
senior officers.

Firefighter — any FRS personnel; generic term, usedurofi@ specific
role term.

Hose Team — generic term for firefighters with a hose; shioeillused for
external use only as BA Teams should always have a hose too
Incident Commander (IC) — officer in charge of the Incident

Incident Command Board (IC board) — used for example in mathy Iris
FRS brigades; whiteboard with predefined fields to recordrcglent
ground information such as tactical mode, sectors, personne¢o@, sc
drawings and sketches of the incident ground

Operations Commander (OC) — a firefighter put in charge of an
“operational” area, which may include several sectors; repine¢ctly to
the IC

Paramedic (PM) — generic term for an actor with prinmaegical
responsibility for casualty care, triage etc. (or EMTmeEgency Medical
Technician)

Police Officer (PO) — generic term of an actor with @niynpolicing
responsibility (crowd/bystander control; Incident Ground securityfidraf
flow etc).

Pump Operator — operates the pump on an appliance

Sector — sectorisation allows the IC to delegate arfe@sponsibility
(either geographic/spatial or functional) to other experiépegsonnel;
sectorisation can be numerical with Sector 1 being treevanere the first
units arrived and other sectors being assigned clockwise araund th
structure on fire. Functional sectors can include a wat¢orseesponsible
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for managing and securing water supply or a BA (breathing apsar
sector responsible for maintaining BA equipment and having wbefs
on stand by.

Sector Commander (SC) — officer designated as responsiblsdéata
Senior Medical Officer (SMO) — the ambulance-person in eafghe
medical effort; interacts directly with the Incident Coamder; may be the
Incident Commander for medical; non-rescuef/fire incidents

Senior Police Officer (SPO) — the police-person in chargkeopblice
effort; interacts directly with the IC; may be theftf2 non-medical, non-
rescueffire incidents
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Scope

The task of WP3.1 was to provide a model of current operatidentify
stakeholders in these operations and to build a concept ofiopsrf@@ONOPS)
out of this. To this end, this COPE CONOPS document desdrbeent
Command (IC) systems that are being put in place at anyemtdidat requires
attendance from Fire and Rescue Services (FRS). Thersgisteription aims to
be as generic as possible, but will have to take into accauidyarities of FRS
in the different nations and regions that have participated i@ @E field
studies. Crucial aspects and deficiencies of IC willdeaiified in this document.
It will also indicate steps which should be taken in ordesstablish and maintain
a Common Operational Picture (COP) within the FRS asasedilmong FRS and
other emergency response agencies.

In line with objectives and usage of CONOPS documentssieisys engineering
(IEEE standard 1362-1998) it is appropriate to broaden the scoipe GOPE
CONOPS beyond a model of the current system. To facilli&éethis document
contains a section that will be gradually amended as tHeEQf@velopment
process continues. It will deal with the proposed COPE solufaomsiproving
and maintaining an appropriate Common Operational Picture andident
ground and how these solutions transform the current situation G@P&-
improved system. In doing so, findings of this document wittdreied over into
WP3.3 and WP4. This deliverable documents the state of whigvable until
now. Updates depending on the coming work in COPE (technology mapping,
scenarios etc.) will be provided as amendments.

Reference Documents

This document takes IEEE standard 1362-1998 as a basic methodol@gtoa) s
point. However, due to the nature of the system being describadl not
specifications of the standard are applicable.
This document is closely linked to COPE D2.1 “Use Caselipdisns” and
COPE D3.2 “End User Requirements”.
Other documents / sources include:
Alan V. Brunacini (1985). Fire Command. National Fire Pradect
Agency, Quincy/MA.
Dublin Fire Brigade Incident Command Training Material
Feuerwehr-Dienstvorschrift 100 (FwDV100): Fuhrung und Leitung im
Einsatz: FUhrungssystem. Beschlossene Fassung des AFW: 10.03.99
(German Command and Control System and Procedures for FRS)
Irish Framework for Major Emergency Management (available
http://lwww.environ.ie/en/LocalGovernment/FireandEmergencySesiic

mergencyPlanning/PublicationsDocuments/FileDownLoad,796,en.pdf; last

accessed 03/07/2009)

UK Fire Services Manual, Vol. 2, Fire Service Opeanasi Incident
Command issued by HM Fire Service Inspectorate, Publicatiectto§
(2002)

US Unified Command documents (e.g. http://www.osha.gov/SLTC/
etools/ics/what_is_uc.html; last accessed: 03/07/2009).
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Objectives of this Document

The primary addressees of this CONOPS document are technolodypeesen
WP5 of the COPE project, CESS as evaluation and demanstvairk package
leader (WP6), and WP4, the technology mapping process, thaaadrétween
human factors and technology development. The human factors wadgpac
WP2 and 3 have been main contributors to this document.

This CONOPS document serves several purposes:

to present a user-centred view of IC systems

to identify candidate areas for improvement in current |@esys

to support a shared understanding of IC systems among COPE gartner
to provide technology developers with a view of information flowthiwithe
FRS IC system and among FRS and other agencies’ systems

to enable technology developers to communicate functionalitiebearedits

of their proposed solutions in an operationally valid context

to enable subject matter experts / end users to validaE=@Ssumptions and
proposals

to provide a context for testing and evaluating scenarios.
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1.3 System overview

The purpose of the system being developed is to support IC funatidnsore
specifically to enable Incident Commanders to receive and selevant
information from and to relevant locations and actors onrtident ground and
to integrate this information into a Common Operational Recimnong all
relevant response agencies.

Command Level 4
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Figure 1. IC structure at incidents (here fire iheaical plant) involving 8+ appliances (diagram
courtesy of and Dublin Fire Brigade Training Centre).

Channel 2
Jo all BA ECO’s,

An example view of actors and lines of communication isrgindigure 1 above.
The current incident command structures and the various tools @retipres
that will be described further down in this document togeiliir the respective
information flow and content will be the reference systentlie COPE
development process. The COPE project takes this refesgsiam and the use
of this system by relevant actors as staring point for technalegglopment. The
proposed improved system will consist of technology components andtrosy
developed and integrated in WP5. Any proposed solution shall baiport the
existing procedures and ways of working.

! Key to abbreviations: ACFO — Assistant Chief Rdicer (2 highest rank in Dublin Fire Brigade); CH1 etc.
—radio channels in use between specific actorgy €8ommand support appliance, i.e. fire engindwsieely
used for CS purposes; CSU — Command support unipurpose-fitted CS vehicle; D51 etc. — Appliandth

call sign; DO Echo etc. — District Officers of Ecétr. districts; MOBI — mobilisation officer, i.efficer in
charge at the control centre; RCC — regional cbegntre; SO — Station Officer, i.e. officer in cpa of a fire
station; S/Off — Sub-Officer, i.e"%in command to SO; TTL — turn table ladder; allesthbbreviations see list
following the table of contents.
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Current system and situation

Background, objectives, and scope

According to the Description of Work , a CONOPS for COPE shaiédscribe
emergency response as a coordinated effort of all rele\gpunse agencies and
other authorities. Such a concept by definition entails coordinatimmg
agencies at various command and control levels. Concepts totlyiside
coordination exist in various formats. One starting point fomeige CONOPS
could be an established concept such as Unified Command.

The concept of Unified Command has been developed in thed Biises in the
1980s in the aftermath of a series of wildfires thataded serious shortcomings
in the interaction and coordination among response agenci¢seaedd — local,
regional, and federal. The core idea has been to provigsses and procedures
for inter-agency coordination on the incident ground but also arsuginate
levels. In the US model this entails that representativali oflevant response
agencies meet at an off-site location and devise dy#aals and objectives in
response to the incident. These representatives have napgosvered by their
agencies to commit resources to the achievement oétlabectives and to
exercise command within in their agencies that allows amwpoieasures to
achieve the objectives. Decisions and directives of thisaosteing command
centre are communicated down to the incident ground by theédondivagencies’
representatives to their incident commanders. Thes@emadsponsible for
acting on the directives in coordination with the on-sitediect command and the
other agencies.

The Irish Framework for Major Emergency Management followsralar
approach — as do those of many other countries. Howeverselge analysis of
German procedures has shown, considerable differences remdheeafdre the
COPE CONOPS can only be an abstraction based on findingsticigmating
response agencies. And any proposal fora CONOPS, a COP, CO#Etems
etc. will have to be flexible and adaptable to nati@mal regional specificities
when it comes to live applications. Two important featofake Irish Emergency
Management Framework are worth mentioning here. Thenesily fihe Lead
Agency Concept. This concept enables response agencies ty gigickle upon
the lead agency at an emergency site, which then afdicates what agency will
be lead agency at all other levels. Lead agencies enegoninated in most cases,
so that there is no need for lengthy decision-making procéA&stegard to the
two COPE scenarios, the RTA with chemical spill and #wtoiry fire potentially
involving hazardous materials, the local authority and theredyérvices will be
lead agencies. This then implies that at highest levdDépartment of the
Environment will be the lead department. The picture chahgesassume a
terrorist attack to be underlying the fire scenariohls tase, An Garda Siochana
(Police) and the Department of Justice or in the Gerraaa the Ministry of the
Interior become lead agencies. Lead agencies in this poassume overall on-
site incident command and are also responsible for dealthgamg-term
consequences and response measures. The other important cotzd uifis
establishing on-site, local, regional, and national emergeoasdination centres.
The main logic of this concept is that all response aigts/ghould be local and
higher level coordination centres have a supporting and monitoregTituls
implies a bottom-up approach. Top-down emergency managemertft aaurse
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be required at any stage but as a default it only occuesaaf major
catastrophes like nuclear accidents, infectious epidemic#paindcenarios.
For COPE this implies that we need to look at systéassiupport local response
but allow to be scaled up or feed into higher command lewbledtnified
Command (see figure 2 below). Thus the key level for our OBS8lis the
operational FR level, controlled on the ground. It is thedamt ground (1G)
where the COP has to be maintained. The coordination ce@ntnéde logistics
and deal with long term consequences; they have to make atresburces are
deployed according to the overall demands of the emergencyektyes that
COPE is addressing are: distributed command and advanceadeunggking on
the ground.

COPE lives here

Unified
Command
Incident Command System Incident ;
Commander
{may be from any service,
rmost likely fire, then palice)
|
Incident Command Incident Command Incident Command
Police Fire Medical

Figure 2. Unified Command and the COPE system.

Operational policies & constraints — Incident Command
Structures

At any incident there is a requirement to apply two typesezsures to structure
the incident. There is spatial structuring that breaks dowincident ground into
manageable geographical and/or functional areas. This typeictiusing is called
sectorisation. Sectorisation has been described in morieid€Z®PE deliverable
D3.2 “End User Requirements” and will not be discussed atiyeium this
document.

However, sectorisation has implications for the organisatstnatturing of the
incident ground in terms of the command structure that is plage as each
sector requires a dedicated sector commander. This drivesrtiienand type of
staff and equipment that have to be called to the incidasic8lly, the command
structure in operation depends on the number of fire and otlvereseresources
that have to be brought to the incident. Resource requireméhnitstially

usually be determined by the first arriving officer whdresgizes up the incident.
Alternatively, it will first be determined when dispaitod the initial response if
the pre-determined attendance (PDA), i.e. a certain uartzbcertain types of
response vehicles that are required to address specificnhtyges, exceeds the
normal turn out of resources of any given fire station.

In the system in place at Dublin Fire Brigade e.g.jrth&glent command structure
is defined by assigning one of four command levels. These aonhiavels in
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turn are defined by the number of FRS vehicles attendingtméident.
Command Level 1 applies to incidents with a maximum atterelaf two FRS
appliances. In this case a Station Officer, i.e. ac@ffivho is in charge of one
fire station, will be incident commander. If the incitdezguires only one
appliances even a Sub-Officer, i.e. an officer in chafga appliance crew, can
be incident commander. If two or more appliances are requibestriact Officer
(DO), i.e. an officer in charge for a fire districtraprising of several fire stations,
will be the Incident Commander. The DO’s vehicle wiltbme the Incident
Command Post (ICP). This will be Command Level 2. Command|L2will be
declared at incidents requiring five or more appliancebhitd Officer, i.e. an
officer with management functions beyond district level, ballincident
Commander. This role is unique to Dublin Fire Brigade. Commane|l4 — see
also figure 1 above for an example — will be declared veligint or more
appliances are required. In such a case an Assistantft@edfficer or the Chief
Fire Officer will be Incident Commander. A purpose-built deit Command
Unit, i.e. a truck carrying a small scale but fully functibaperations control
room, will be the ICP. This will be the case for any inoidequiring six or more
appliances. It also has to be noted that at large scatkeimsithere will most
likely be a number of DOs at the scene to take on Opesa€ommand functions,
i.e. they will for example be intermediaries betweeni@ Sector Command. A
District Officer or a Third Officer will also be in chger of overall Command
Support at level 4 incidents. Command Support mainly deals with
communications to the control centre, other agencies and mauedlidoe public.

As a general rule, the most senior officer at the seglhbéave overall
responsibility for the incident. Furthermore, a higher rankinig@fican be called
to the scene whenever the current Incident Commander asthis&sbe
appropriate. However, in both cases the more senior officgdewde not to take
on Incident Command. If s/he takes on Incident Command, tken th
corresponding command level will have to be declared andncmicated to the
control centre and to all sectors and sector commanders.

In summary, the Incident Command Structure is pre-definacctrtain degree in
order to avoid decision-making difficulties or even power stesgygnd
consequential delays at the scene of the incident. Icdsdy assigns
responsibilities. At the same time, the structure is flexésld allows building up
or sizing down the response as required according to the deiopithe
incident. Additionally, declaration of a specific commaadel gives an indication
of the dimensions and seriousness of the incident to everybody inwolved
responding to it.

Description of the current situation

This section provides an overview of generic system #etviby means of a set
of UML use case diagrams. Selected use cases fromdiaggams will be
framework for the COPE technology development; in other wordspfatmg
solutions proposed by COPE technology developers should address ahéeak
the use cases depicted in the diagrams provided in thisechapt

2.3.1Incident Command Use Cases: Organising the incident ground

An actor in UML terms can be a person, an organisatiomyosygstem or object
that is involved in the activity captured by the use casthdmiagrams in this
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section actors have to be understood as being potentially @dsale. the actors
shown indicate the maximum number of actor tfpes use cases.

2
Organise Incident Ground
O
O EPA
UtilitiesEleciricity
HazMatHazChemRep
Utilities\Water

crews to be deployed where? .
UtilitiesGas

CompanyKeyholder

what equipment needed?
status of casuallies?
what FF medium {foamiwater)?

requirement to activate Major Emergency Plan? -

will hawve to be defined by other agencies, too!

Cobh: automaltic at 4 pump incident -

not same major emergency as in Major Emergency Plan?! -
can be defined already en route depending on info

: Q & sectorise
defineCommandLevel ;
sellUpDeconfrea

cldaniCommandel
setUpStagingArea

setUplnnerCordon
ﬂ setUpCuterCordon
9

ControlCentre

S0Ps SectorCommander

SeniorPoliceOfficer

Figure 3. Use Case Diagram: Organising the incidgraund.

The use case “sizeUpSituation” potentially involves allatirs depicted above.
In this use case diagram representatives of utility compaheg&nvironmental
Protection Agency (EPA) and the assigned company keyholder plus a
representative who is knowledgeable about hazardous maté¢iaalsralustrial
site provide information to the Incident Commander. The er@i€ommander

2 Actors in use cases can be instantiated by omenamber of physical objects or persons in redlity,
“SectorCommander” in a use case can be instante&@kctor Commander Sector 1 — 4 or Sector Comenand
Water, Sector Commander Decontamination etc.
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determines on the basis of this information what resouridkesenrequired
including and exceeding those available upon arrival on scene.

The “notification” use case indicates that e.g. a Caiteay notify the Control
Room of an incident and on the basis of this information compeprgsentatives
will be informed.

The “defineCommandLevel” use case indicates that on the dfasi®rmation
available while en route or upon arrival the current incidemtmander decides
on the command level and if necessary informs the ContrahRd@ny changes.
The decision will amongst others be guided by standard operatiogdures
(SOPs).

The “informPublic” use case indicates that based on knowledgelalezat early
stages and at any time from there on there may be amé@dgdrm the public of
any threats and hazards. The incident commander takes thisdecid
communicates it to police and the control room. The control roonbenary
intermediary between police and incident command if not@rea scene.

The “sectorise” use case indicates that — in most caesiacident ground will
have to be divided into sectors to allow for appropriate camdraad control and
a manageable incident command structure.

The “setUp...” use cases indicate that depending on the situmatitive incident
ground dedicated areas will have to be set up for certtiti@s. Not all of these
use cases may be required in a single scenario, anthalssquirement for
setting up a specific area may only arise later iditb&me of an incident. In this
sense use case diagrams are insensitive to time and sequenc

® The “Caller” actor symbol is shown in red, becatiés actor is either still to be defined in a slaagram or
may need to be specified otherwise.
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2.3.2Incident Command Use Cases: Tactical Mode & Risk Assessment

&
e
ConfrolCentre
prioritiseObjective
CammandSupponOfficar

5
supportinfoTransfer
() cs
defineTacticalMode ‘ .
IncidentCommande '
A CSRadioOperatorFF CSRunneFF
communicate Tactical
i | Mode

SectorCommander

reviewTacticalMode

assessRiskDominoEff ;
act
IncidentCommandBoard
supportinfoTransfer
oC OperationsCommandear

Ha:MaHazChemFolder

updatefssignTasks

OCRunnesFF
OCRadioOperatorFF
Figure 4. Tactical Mode and Risk Assessment usescas

The risk assessment and tactical mode use cases irttigtiee incident
commander has to perform dynamic risk assessment on an ongsis@id has
to assign an appropriate tactical mode to relevant seRisksassessment is
being done on the basis of information made available tothaeint commander
and captured on the incident command board. In some cdsassessment
includes assessing the risk of domino effects or cascadegefFor example, in
chemical fire events on the incident ground may have effeatgighbouring
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sites and may lead to adverse events there. In soneiofmenation about such
potential effects is laid down in documentation such addef on hazardous
materials and chemical hazards per industrial site. Tdtieahmode use cases
involve sector commanders and/or operations commanders not aabji@Esnts
of mode assignments, but they can declare a tactical foptieeir sectors
autonomously if the situation requires.

The “supportinfoTransferCS” and “supportinfoTransferOC” use casbsate
that depending on the size of the incident and the required constrantlire
Operations Command (OC) and/or Command Support (CS) may require
assistance by dedicated firefighters in communicating ettier actors. The
specific solutions for this issue appear to be differepeagountry or region. An
operations commander will be assigned if the number of lihesromunication
for the incident commander is no longer manageable. The OM#@mes an
intermediary between incident command and sector commaihadéhe same
way CS manages communication to other agencies on tlemground and off
site.
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2.3.3Incident Command Use Cases: Personnel Management

O
updatePersonnelStat /
us /
ey andSupponomaa!

ControlCentre

supportinfoTransfer
cs

assigns goals -

craw roles assigned at shift start ﬁ

IncidentCommande:

CSRunnerFF

CSRadicOperatorFF

- updateTacticalGoals
~7

SectorCommander

DperationsCommander
supportinfoTransfer
. Qc

OCRadioOperatorFF

OCRunnerFF

monitorCrewDeployme
nt
managePeopleCnScena

IncidentCommandBoard

MominalRollBoard

VisitorRollBoard

Figure 5. Manage Personnel Use Cases.

The right hand side of figure 5 mirrors the use casesinisk assessment and
tactical mode section. The incident commander’s role is alooat setting
objectives and monitoring on site activities than assigspegific people to
specific tasks — with the exception of assigning commandantiol tasks. In
most cases default tasks per individual firefighter wilabsigned at the start of
the shift, e.g. BA wearer, pump operator. The incident camleraalso has to
have an oversight of who is where on the incident ground.ifffileisnation is
captured on the incident board. The Nominal Roll Board indiceltes FRS
personnel with what qualifications is on site, whereas&figtoll Boards show
which non-FRS personnel are on site.
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2.3.4Incident Command Use Cases: Resource Management

updateResourcaStaty v
3 ..'
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manageResources
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IncidentCommandear
OperationsCommander

suppartinfoTransfer
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O

manageSupplyChain
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Figure 6. Resource Management Use Cases.

OCRadioOperatorFF
IncidentCommandBoard

OCRunnerFF

The resource management use cases depend on information frioomtiee.
The incident commander — via sector commanders — has to det¢ha
resources status and has to take action to close gapsumcesemand. The
control centre may become involved in this if resources lale brdered from
off site sources within the FRS or even from other agencies
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2.3.5Incident Command Use Cases: Command and Control devolution

coordinata3rdPartyC
OIS

IncidentCommander CommandSupportOfficer

coordinateSectorCom
mandComms

CrperationsCommanrder

coordinateCommsHand coordinateCommsHand
lingOC inQCs

OCRadioOperatorFF CSRadicOperatorFF

Figure 8. C2 devolution.

The use cases in figure 8 indicate that wherever possibtdutien of command
and control will be implemented. They also indicate thatrtbielent commander
does not always receive first hand information, but inforonatiiat has been
filtered on its way up the command chain. The radio opeeattors — who may
not be roles assigned in all countries or regions — indicatéaiver level
command may also be supported by designated actors.



O\
§~\;‘~ 22 (36)

&4 COPE -

2.3.6Incident Command Use Cases: Coordination with other agencies

coordinate 3rdPartyC
TS
IncidentCommander
coordinatePolice SeniorPoliceOfficer

CommandSupportOfficar

\ coordinateAmbulance
SanioriedOffice .
Media
coordinatelUtilites LitilitiesElectricity
coordinateEnvironme
ntalThreats
Litilities\Water
supportinfoTransfer UtilitiesGas
CSs
CSRunnerFF EPA

CSRadicOperatarFF
Figure 7. Use Cases regarding coordination withesthgencies.

The use cases in figure 7 above indicate the need for catioairwith non-FRS
agencies. Not all of these use cases will be relevatihéoaCOPE systems, but
those relevant will have to be broken down to a more detieledl They will

then serve as a basis for determining the mutual informatidrcoordination
requirements among the different agencies. As a spec@&lrcése diagram above
the “coordinate3rdPartyComms” use case indicates that thensbility for the
actual communication with non-FRS agencies will in many dasésansferred to
the Command Support Officer.
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2.3.7 Coordination among agencies: FRS and EMS use cases

Figure 9. FRS and EMS use cases.

The “setUp...” use cases in figure 9 above indicate what desthaetas may
need to be set up near the incident ground to deal withamualties. These
activities require coordination among FRS and medical seraingsnay also
involve police services when it comes to traffic manageraedtsecurity and/or
access control issues. The control centre may be involved intorbderable to
e.g. direct additional resources to the right locatiom "BtandByBurnsUnit” use
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case may be a special case as it requires higher legejenty management to
become involved. Some of the use cases above may directly aifg the
medical site, e.g. triage, or the FRS side, e.g. mowagérvices casualties from
the inner cordon, but it will have to be determined how mhbehother agency
may have to know or may wish to know about these activitiesnidiglisation
and removal use cases involve the medical services, bulifferent degree
depending on the situation on the incident ground. Depending orskhe ri
assessment it may either be too dangerous for non-FRS seviester the inner
cordon for rescue services or to the contrary the statusasfualty may require
medical attention despite other risks.

2.3.8 Coordination among agencies: FRS and police use cases

Figure 10. Use cases for FRS — police coordination.

From an FRS point of view the main tasks for police willraéfit management,
security, cordoning and dealing with the public and media. Howpweéce is not
supposed to be close to the inner cordon, i.e. near the hot zafiesiincident
and vice versa the fire services may not be involved et e.g. evacuation orders
which may require involvement of higher levels of emergenayagement.
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2.3.9FRS activities: Fire Attack Use Cases

Figure 11. Fire attack use cases.

The fire attack use cases show that sector command igeait\dinvolved in the
activities in the hot zone, but plays a role in decision matkiaghas impact on
frontline activities. The diagram further shows that dalbi two types of tools are
being used in this domain: Tools for monitoring resource deploymentaind,s
e.g. the BA tag or BA board, and tools used to attack tberépresented as the
“equipment” actor above, because the specific equipment uadwyi according
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to the type of fire and the environment among other facttwes diagram also
indicates that in the current situation there is no online toidmg of equipment
use and deployment. This is becomes evident by the fact thabttyrequipment
can be borrowed from appliances across fire stations. Miggjuipment then will
be redistributed after the event.

FRS activities: Water management use cases

Figure 12. Water management use cases.

The water management use cases indicate that thisaireamf coordination
across sectors, but between a limited set of actosshtiwever noteworthy that
not every actor has to know exactly how any other actor dumsg ais/her
specific task. For this reason, for example, there isartainWaterSuppply” use
case and a “maintainFlowRate” use case. Firefightersdaital interest in being
supplied with a sufficient amount of water. So they havakesh this use case,
but they don’t need to know about the source of the water. Quthibe hand the
sector commander “water” has to make sure that thekeirg@rruption in water
supply for maintaining the flow rate, and by this token perforneasgs in the
operational sector, is not in his/her remit. This is what firoafirefighters and
firefighter deployed as pump operators have to deal with tisengppropriate
equipment. Additionally, coordination between sector command aa toeal

and functional level and incident command is crucial hexealse different
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tactical goals require specific usage of water. For examyien pushing back the
fire ands creating a stable environment for search and resoadler amounts of
water may have to be used to avoid developing too much steditius
conditions of high temperatures and low visibility. On the ottard, when the
operations are in defensive mode and water is applied totcociuses on fire as
well as adjacent exposures then much more water maybe beqiterefore
decisions at IC level have immediate impact on operatalated to water
management.

FRS activities: Search and rescue use cases

Figure 13. Search and Rescue use cases.

The search and rescue use cases are similar to tla¢téick use cases in some
respects. There are resource monitoring and coordination funttietrizappen
alongside the operational tasks and in some cases they enaafeguard them
e.g. by providing egress protection for search and rescws erg/ho in most
cases would be BA wearers and as such be involved inAtsed® of the use
cases in figure 13. Beyond this , this diagram illustrdtasthe incident
commander sets the overall frame for the operationshéatitas to be translated
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into tasks by sector commanders. These tasks, here the digarsh and rescue
tasks, then have to be executed by firefighters on thdifrenthat this also
shows is that that the incident commander has to rely omiattion transferred
up the command line as a basis for his/her decision makihgsk assessment.
Additionally, it becomes clear that some scope for decisiaking is delegated to
the sector command level as it is here that real-timst,fand knowledge is
available.

FRS activities: Hand over use cases

Figure 14. Hand over use cases.

The use cases in figure 14 above indicate that at ceté@jessof the incident
lifetime hand over between incoming and outgoing crew menfiaess to take
place. These activities are formalised to some degitbtesome variance at the
different levels. The BA board and the incident commanddoplay a crucial role
in documenting crew deployment and status features of the mcide
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2.4 Modes of operation for the reference system

The Incident Command System essentially consists of peojletated / people-
run processes. One of its main objectives is to suppogioeenaking at
different levels and communicating these decisions to th@ppate addressees.
The underlying information transfer occurs along pre-defined chatmelapt
necessarily in a pre-defined or standardised manner. Mutls eemote, but
synchronous person-to-person communication via basic ICT technology) (radi
A major problem of this system is that it can easily bidakn, because of
technology failure, but also because of environmental and humarsfactor
Receiving and processing information in a highly dynamic arehaofoisy and
potentially dangerous environment is no simple task. Howevenwiag this task
to a safer and more stable environment, e.g. an incident andwehicle, may
cut off first hand information sources. Further, providing infation from the
frontline is subject to an unstructured filtering processalise constraints
imposed e.g. by equipment or exhaustion may lead to incompletmation
transfer.

2.5 User classes and other involved personnel

This section describes who the actors are which areedféy the current
incident command system. This includes every person who coesituthe
information flow in the current system. Users of productssahations that will

be part of the COPE systems and their way of system wgldpe identified
during the COPE development process and will be included intéraal

iteration of this document as outlined in section 1 above nidia body of this
section comprises of class diagrams that are base@ arsé¢hcases of section 2.3.

2.5.1Incident Command Class Diagrams: Size Up

Figure 15. Incident Command Classes: Size Up.
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The diagram in figure 15 describes at a high level wdlationships exist
between classes of actors in the emergency responsmsystn being involved
in the size up use case. Each class is characteriseddiype, e.g. incident
commander; a list of attributes, i.e. distinguishing featumnethe second
compartment and a list of operations, i.e. actions perfobyeaadstances of the
class. Attributes and operations determine information iteatswill be
processed in the system and they may give indications oftadtatology can do
to support operations. What actually needs support by new systeéms a
technologies and how this support should be given or implemente@éras b
described to some degree in the user requirements documéraraBwill be
specified further in the technology mapping process.
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2.5.2Incident Command Class Diagrams: Incident Ground Management

Figure 16. Incident Ground Management Class Diagram
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The diagram in figure 16 captures all classes involvedarintident command
use cases and their basic relationships. Obviously, not afitapes will be
activated in each use case, but since this is a staticof the system they can be
represented in one overarching diagram rather than veiaisadiagrams for each
use case. The “or” relation between some of the links inditdaa¢slepending on
the set up of the incident command system in each individciaent only one of
the links exists at any point in time.

2.5.3Incident Command Class Diagrams: Coordination with non-FRS agencies

Figure 17. Coordination with other agencies: Claagram.

The diagram in figure 17 follows the same logic as theipusvone. It captures
classes of actors and their relationships in a genayc-vithis time regarding the
FRS and other agencies coordination activities.
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2.5.4Interactions among user classes

This section describes — by means of two exemplary-cas&v the different
actors interact with each other and in what sequence. Voyany sequence
indicated here can vary according to the circumstancesp#dfic real life
incident. The picture provided here is generic and focuses aadtiten and
exchange more than on the exact chronological sequence of ueshainges. In
addition to the exchanges and their main topics, this sectimidps information
on what communication tools and channels are used in certeis aad what
information items are associated with some exchanges. thmisgction also
gives some indication on the basic information flow on thededi ground, too.
Further diagrams of this type will be produced during technologylalewent for
those use cases that will be associated with specifREC&lutions. These
diagrams will be documented in internal reports.

Figure 18. Incident Size-Up: Sequence diagtam

The initial phases of response to an incident reflect sortfeeahain tasks of the
incident commander throughout the incident lifetime. Basictile incident
commander has to gather as much information as possible abmditlest and
formulate the appropriate response tactic on the basis anfibination. For the
initial stages of incident response this activity isazhlisize-up”. During size-up
the IC has to establish an initial picture of the sitratind deploy the
immediately available resources as efficient as possifiee also has to get a first

* The notation of sequence diagrams is to be reéallaws: The top line indicates all actors potaiigi involved
in this sequence of interaction. The dotted linelew each actors represent their lifelines. Whenaugox is
shown on a lifeline, this indicates that the attecomes active; usually in response to a callfsemt another
actor. Dotted arrows indicate that this messageresponse to a call. In addition to standard UMtation, text
boxes give further detail on information items {(ledind side of the diagram) and communication taséd
(right hand side of the diagram).
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understanding of the amount of additional resources required atiderbe not
the command level has to be changed.

As figure 18 indicates an incident response begins — fordvesat a particular
station — with mobilisation on the basis of the call out dodkiethe same time
the control centre may alert additional non-FRS actors tantheent. The
incident commander engages in size-up as soon as possibieramally uses the
time en route to the incident to gather additional informatianith the help of the
control centre — and to brief his crews on the initial stépes gans to take.

Figure 19. Incident Size-Up upon arrival: Sequedizgram.

The various exchanges displayed in figure 19 may not all happlea mitial
stage of an actual incident, because they can quickbynbetime consuming and
time is very short at this stage of response. Most of wdscribed in figure 19
takes place within the first two to five minutes aftenal. This clearly indicates
that we have to assume very rapid decision making astéde and considerable
variation to the picture above. For example, some of the eomdrthat will be
made via radio at later stages may be shouted at this ftacause the actors are
still close together. Similarly, entries on the IC boaa/rhe held back until there
is time to actually set it up and to write down the resglinformation items.
Against this background, figure 19 describes an idealisgdrpiand at the same
time a picture of the activities undertaken as the imtidevelops. These
activities and exchange provide crucial input to the ongoikgagsessment and
subsequent potential modification of tactics by the incidemncander. In
essence, the information exchange above capture the IC'sftgathering all
relevant information on the so-called fire ground factors Bseeacini 1985,
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pp.47). These factors concern the building on fire, the type diréhigself,
occupancy or workforce present or expected to be present aba Isitiéding,
potential threats and life hazards to occupants and fire ctlegvgeographical
arrangements, available resources, appropriate actions, asfeais
circumstances.

Justification for and nature of changes

Justification of changes

This part of the document has become redundant for reporting pugsotes
deliverable D3.2 “End User Requirements” has already belereced.

Remaining topics for this section of a CONOPS document includies@iption

of desired changes, priorities among changes, and changes cahbidatenet
included. These topics are being addressed at the timétioigwin working

groups set up under the auspices of WP4. Each of the working gsodgdicated
to a specific field of technology and is co-led by a humarmfa@nd a technology
expert. Results of this work will be reported in WP4 delivesalAay issues that
can not be reported in those deliverable swill be takenaiotount for the internal
iteration of this document in so far as they are requoechderstand the nature of
the proposed COPE systems.

Concepts for the proposed system

As indicated in section 1, this document deals with theeatisystem only and as
such provides necessary input to the COPE development processvét, as the
development progresses it is intended to complete this sectemstre that the
development and its compliance with the usage-driven design prisces
documented in an appropriate manner. The material collectads document
may also prove to be a good starting point for publications & W8ults and
interaction between WP3 and other work packages. It carmalsbinterest to the
end user community and relevant industry.
Topics to be addressed here may include:
- Background, objectives, and scope of the proposed system

Operational policies and constraints

Description of the proposed system

Modes of operation

User classes and other involved personnel

Support environment.

Operational scenarios

Operational scenarios are being developed in WP4 with input WP3. There
are also demonstration and evaluation scenarios under develapMépeé.
Therefore there is no need to include them in this document
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Summary of impacts

Impact Analysis is initially being performed in WP4 witiput from WP3 and
will finally be part of the evaluation and assessmetiviéies of COPE. Therefore
there is no scope for them being discussed in this document.

Analysis of the proposed system

The analyses of the reference system and the impact GfGHPE solutions on this
system as well as an assessment of the proposed CCPE# syl be performed

on the basis of the KSM (Knowledge Space Model) methodology. This
methodology has been developed by Trinity College Dublin wittarEid-FP6
projects TATEM (Techniques and Technologies for new Aircrafinkéaance
Concepts) and HILAS (Human Integration into the Lifecycléwaftion

Systems).

The Knowledge Space Model (KSM) captures knowledge about how operational
systems actually work in practice and it provides a framlefasranalysing
operational processes. The KSM can be described in three way

The KSM as a model

It comprises a model of the operational process, which incdgsora
knowledge about how a system actually works. Building on the furadtion
logic of the analyses within the social process amalysidules of the

KSM it also allows constructing potential future models ofgharess,

e.g. as a result of new support technologies brought into aperati

The KSM as a methodology

It is a methodology for analysing the impact of new technolagies
operational concepts on the operational process, but also fafyiohent

and mitigating against the potential impact of threatsrshd within the
process. In doing so it focuses on the human/social structtimatof
operational process.

The KSM as a process

It is a process for facilitating the transformation of knowlealgeut that
operational system, held by the stakeholders (acrosdehgdie), into a
common understanding of the operational implications of new cacept
and the envisaged changes. It is this knowledge transfornpatoass,
using the KSM methodology, which supports the analysis and assgssme
of a model of future operations.

This deliverable represents an essential achievementdswae first step of
analysis and assessment within the KSM framework. The sydseaniption in
the various UML models provided in this document not only repretieamts
reference model for the COPE technology development but altoefanalytical
steps indicated above.

These analyses lead into task 3.3 and will be reportdatiassociated
deliverable. This will inform WP6 and will be addressechwitin the framework
of the evaluation activities of that work package.



