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Summary

This deliverable specifies the methodology to be applied to the evaluation and
assessment of the results of the main COPE trials to be performed in May and
in September 2010.

The theoretical approach and the complexity of the trial environment are discussed and the
rational for the selected evaluation methodology is given.

The core elements of the trial setup are described in chapter 4 with reference to the detailed
COPE source documents. The logic and structure of the evaluation methodology is described
in chapter 5 and the detailed evaluation matrices are contained in Annex1. The methodology
is based on the principle of evaluating the COPE system from four different points of view:

The command and Control,
The technology,

The first responders and
The research view
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Furthermore, important feedback and assessments are expected from external stakeholders
participating in the final trial. They are expected to address the chances and possibilities of
exploiting the COPE technologies to real applications far  beyond what could be
demonstrated in the COPE trials.

A critical discussion of the chosen methodology, of its strengths and possible pitfalls contains
chapter 6.
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Definitions

Remark:

Definitions described should be a common reference for all COPE activities concerning
the evaluation of cope outcomes and the underlying processes.

Definitions as described here are valid for the COPE project and may deviate from
general lexical definitions.

Definitions are not ordered alphabetically but grouped according to context.

Experiment:
An operation or procedure carried out under controlled conditions in order to discover
an unknown effect or law, to test or establish a hypothesis, or to illustrate a known law

Use Case:

A set of circumstances or conditions appropriate to demonstrate usability

Trial:

The action or process of trying or putting to the proof

Demonstration:

An act, process, or means of showing the merits of a product or.....

Exercise:

The act of bringing into play or realizing in action... performed or practiced in order to
develop, improve, or display a specific capability or skill

Scenario:

A sequence of events especially when imagined; especially: an account or synopsis of a
possible course of action or events to which persons, organizations, technologies and
procedures will be exposed to in the exercise(s)

Vignettes:

Selected sub-parts (in time and/or contents) of a scenario which can serve the purpose of
selected investigation. Vignettes should be a realistic self-contained smaller sub-
scenario of the total scenario

Testing:

A critical examination, observation, or evaluation, of technologies, procedures, human
interactions

Verification:

To establish the truth, accuracy according to specifications
Validation:

To recognize, establish, or illustrate the worthiness compared to reality
Evaluation:

To determine the significance, worth, or condition of data/information by careful
appraisal and study

Assessment:

To determine the rate or amount of; to determine the importance, size, or value of....
COP:

The definition of COP according to D2.1:

Common Operational Picture (COP) is the description in time

of the emergency situation that supports the emergency

responders within and between different agencies to act

appropriately.
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CORP is described as the pool of information
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that is registered and stored in a database

concerning past, present and expected future events

that is available for presentation in a user interface

that is suitable for emergency responder work

the form of presentation of which is consistent and unambiguous, but not
necessarily similar to all stakeholders

the content of which is structured around operational processes of the emergency
responders

that needs to be interpreted and acted upon by the emergency responders

that is meaningful in the context of emergency responder work
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1 Introduction

As can be seen from the definition of terms usually used in complex evaluation activities,
terms describing the process or subtasks of the process can be used. They can be defined,
however their interpretation allows for significant overlap and synonymous use of term. The
evaluation methodology described in this report will use most of these terms also in some
overlapping manner, but will at least not use terms in a way which is conflicting or
contradicting to the definitions above.
COPE produces a highly complex system of technological components and procedural
support with a varying degree of integration. The operational evaluation of the COPE
products will have to address the performance of the system from very different stakeholders’
points of View: A few examples:
1 An end-user/first responder will need technology directly supporting his tasks and not
detracting him from his duties
1 A commander will need well filtered and displayed information for effective planning
and fast and qualified decision support
1 A technology manufacturer will want to see his technology work and find good
arguments for marketing his products
1 A researcher wants to work on tasks or problems not solved today and prove the
practicability of his ideas and approaches

The evaluation also will have to take into account the context in which the information and
technology will be used and in which phases of the whole process it shows its performance.
The necessary process-oriented approach as outlined in chapter3.3 will have to be refined and
reflected in the evaluation methodology as soon as the scenario (D6.2) and the setup of the
experiments (D6.3; D6.4) will be finally defined. The evaluation methodology of COPE will
address these different views and combine the results of the assessment of various aspects and
components into higher aggregated results and recommendations. The evaluation, thus, will
be more than simply evaluating a number of technologies alone. It will evaluate the effects of
a “system of systems” consisting of different innovations in IT components, communications
and procedures, as seen from different perspectives of expectation and use.

The COPE exercises have been planned as a series of events with increasing complexity, in 3
phases as illustrated in fig.1:

Phase 1:
9 Testing of selected individual components in the trial environment
9 Familiarization of staff with technologies and procedures
9 Gather experience for the larger scale trials, including for
0 The planning process
0 The evaluation methodology
0 The acceptance of COPE technologies
0 The adequacy of the technologies for the overall COPE task
9 To test smaller scale scenario “vignettes”
Phase 2:
9 To pre-evaluate technology development and integration status
9 To gain experience for the final trial in terms of
0 Resources required
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o Organizational matters
o Failures and pitfalls to be avoided
Removal of failure sources, bugs, deficiencies
Streamlining for the final trial
To test the adequacy of the trial setup and trial support tools
To test the adequacy of the evaluation methods
To test the adequacy of the complex scenario
Phase 3:
91 To give final demonstration of the COPE system
1 To include external stakeholders from industry, the public sector, and
from the research community
To prepare final evaluation of the complete system
To acquire feedback from stakeholders

= =4 =4 -8 -9
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Figure 1: Phases of COPE Experiments

Experiments of this type are usually carried out in a simulated environment. Particularly in the
area of security, real scenarios are neither desirable nor practicable. Beside practical
feasibility, the degree of reality, of granularity and detail of the scenario and the experiments
are mainly driven by the available resources. COPE has chosen a mixture of real exercise
terrain, infrastructure and equipment, where the COPE system will be integrated, and
experienced disaster management personnel. Several functions will have to be simulated in a
generic way, either by software or personnel.

At the time of delivery of this document, several details o the technologies to be finally used,
on the layout of the scenario, and on the setup of the trials are not finally fixed yet. They to
some extent depend on work and decisions to be made in the coming months before the main
trials in May and in December 2010. Therefore, the assessment method so far developed
describes the basic approach, methodology and the detailed assessment criteria to the extent
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possible by mid Jan. 2010. It will undergo further refinement and adaptation as the technology
integration proceeds. The basic structure and logic of the methodology, however, will not
change.

2 Goal of the Evaluation Methodology

2.1 The Overall Goal of COPE
The overall and agreed goal of the COPE project is:

““to achieve a significant improvement in command and control performance, reliability and
cost by the integration of COTS solutions and novel technologies to achieve a step change in
information flow in both from and to the first responder in order to increase situational
awareness across agencies and at all levels of the command chain. A usage-driven approach
will be taken to develop new technologies for supporting user information requirements at the
scene of the event.”

2.2 The Goal of the Evaluation

The COPE system and its technologies will be evaluated in different contexts:
1 Against the end-user requirements as developed in WP3
1 Against the system requirements as set forth in the COPE project
1 Against performance criteria relevant in the scenario(s) developed for the trials
9 From the first responders point of view participating in the Trials

The results will be evaluated by the team and by end- users in the context of realistic
simulated scenarios. Conclusions will be drawn from the assessment results addressing the
potential of the COPE technologies, recommended future improvements and future utilisation
of the system and its components

COPE technologies will be demonstrated to interested stakeholders with the objective to
convince stakeholders that COPE technologies have a benefit for them as demonstrated in
successfully executed COPE use cases. The stakeholders should be involved as active players
in the overall scenario or as qualified observers, and will also be invited to contribute their
views to the overall evaluation.

2.3 The Characteristics of the Methodology

The methodology described here and to be used in the COPE evaluations condenses a highly
complex set of requirements to a methodology which is

9 Transparent

9 Easy to handle

9 Easy to understand

9 Consistent throughout different phases of trials
It will, however, be fully exploited only in the 2 trials of trials phases 2 and 3 (see figure 1).
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3 Description/ Approach

3.1 Evaluation in the Project Context

WP6 contains the tasks where almost all information generated in previous work packages
will be integrated in final evaluation rounds:
1 The requirement will be transferred into measures of effectiveness or performance
indicators
1 The concept of operations will be reflected in the layout of the scenarios and the
operational rules of the trials
9 The human factors analysis (WP2) will substantially contribute to the evaluation from
the end-user’s point of view and will develop an appropriate evaluation scheme, and
1 The technologies integrated into the operational and technical environment of the trial
site and the scenario will be subjected to operation in realistic environments.

Figure 2 illustrates how the individual WPs feed into the trials and evaluation tasks of WP6.

INPUTS

Findings from other

projects WP1

e.g VITA (PASR1) OUTPUTS
RUNES (IST-FPA)

OASIS (FP6) Evaluation
MARIUS (FP6)

Method
Human factors WP2 > - Scenario
Concept of Operations Trials Plans
WP3
Trials Data

User Requirements

WP3 Analysis,
User generated research results,
questions findings, !

, recommendations

User inputs to > lessons
scenarios leamed
Technology

Solutions WP4,5

Integrated Platform WP5

Figure 2: WP6 in the Context of the COPE Project
3.2 The Framework

A typical trial setup includes the establishment of an evaluation framework which allows
demonstration and evaluation in a systematic way. The setup will consist mainly of the
following elements which will cooperate in the simulated scenario or as subset of the scenario
over the time span of the scenario. Whereas exercises of higher abstraction may be run
accelerated in quick motion, all except one COPE-trials will run in real-time in the realistic
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organisation and infrastructure of the Finnish Emergency Service College ESC
(PELASTUSOPISTO) in Kuopio. One sensor experiment will be performed in March 2010 in
Bucharest. The main components working together in the setup include

)l
)l
)l
)l

=a

= =4 =4 -8 8 -9

Scenario

Trial scheduling options

Performance and functions of the technologies

Simulations by people (usually called the White Cells), e.g. representing organizations
not available on site like media or a higher level command

Simulation by simulators (usually software), e.g. representing equipment or processes
not on site

Roles and tasks of participants

Staff for directing, coordination & control of the trial (DiStaff)

Staff for controlling and maintaining the functioning of the technologies

Staff for monitoring and facilitating the evaluation process

Interfaces (to data logging, repositories, communication of players)

Supporting and accompanying functions (e.g. infrastructure, help service)

The roles and tasks of trial participants will be described in detail in D6.3 and .4.

A typical setup of functions as represented in realistic disaster management exercises is given
in fig 3. A more detailed description of the trial layout will be given in D6.2 (Scenario), D6.3
(Trials Plan), and D6.4 (Trial Organisation).

3.3

Supporting

Functions
Event

Generation
Interaction

Management
Technical
Support

Situation Analysis
Reporting

Communications
Decision and
reaction
Damage
Assessment

Figure 3: A Typical Exercise Setup

The General Approach and Characteristics of the Methodology

The methodology is based upon three main elements:

1

The definition of the objects to be evaluated, mainly technical components and
processes
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91 The identification of Measures of Effectiveness (MoE) and Key Performance
Indicators (KPI) for these elements
1 The identification of data sources by which the MoEs/KPIs can be quantified or
somehow measured. These sources generally are
o Data repositories & logs.
o Data communications traffic/messages; mail records
o0 Audio records
0 Video records
0 Results from briefings and structured questionnaires
Above these assessment metrics, a method will be provided to combine the detailed results
into aggregated evaluation figures and recommendations.

The figure 4 sows a typical breakdown of emergency management functions to a level where
detailed MoEs can be defined. In the scheme of weighted factors, the evaluation can be
aggregated into combined assessment values for the evaluation of the fulfilment of higher
level goals.

Goal: Protect Citizens
Objectives: Protect Property Save Lives Protect environment
Functional Rescuing / Firstaid Containment Termination
Objectives: | evacuation of incident of incident
Activities [ [-Instructing - Prioritising First aid termination Installing boundaries
according Aiding - Aiding Containing incident Traffic control
agreed ) - Treating Incident attack
Procedures - Redirecting Final extinction

MOE: Determine adequate quantitative and qualitative measurement

criteria of effectiveness

Figure 4: The Basic Evaluation Logic based on Functional Tasks

This kind of functional task model will be refined and described in detail when the scenario
activities of Task 4.4 and of task 6.2 will be completed and the setup of the trials will be
specified in detail (Tasks 6.3 and 6.4).
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3.4 The Main Steps to the Final Trials

The evaluation process of the rather complex COPE system and its components in a rather
complex operational scenario and environment has to be clearly structured in working steps
which will build upon each other:

 Step 1: Formulate the typical key questions to be answered (from the D3.2

requirements document)

» Step 2: Set up experiments which have the potential to answer these questions

» Step 3: Verify with end-users and other stakeholders the setup and the scenario

o Step 4: Perform adequate trials and experimentation

» Step 5: Collect and evaluate adequate experimentation data

» Step 6: Collect feedback from participants

o Step 7: Perform final assessment and aggregate results

e Step 8: Draw Conclusion and formulate recommendations to stakeholders

An exercise of this complexity should allow for experimenting over several days or even
weeks. But if we want to engage external stakeholders, which is strongly recommended, they
usually are not willing to spend more than 2 days at such an event. Also, the required
infrastructure and personnel of the trial site will only be available for a short period of time
due to organizational and cost limits.

Furthermore, when it comes to demonstrate reality, certain events like life fires or spreading
of a toxic cloud (which will be included in our scenario) will be feasible only for a limited and
shorter-than-real time span and their number, size and intensity (e.g. concentration) will be
reduced compared to reality. This, in addition to the formal evaluation methodology presented
in this report, will require additional scaling and interpretation of the results.

Some functions and organizations like police or upper command are not available at the trial
site. They will have to be simulated by role players and partially by software.

These artificialities and limitations have to be taken into account in the evaluation process.

A critical assessment of the evaluation methodology itself is given in chapter 6.

4 The Overall Methodology and its Elements

4.1 The Main Elements of the Methodology

The main components to be integrated in the final Trial (Phase 2 and 3) will include
9 The trials demonstration organisation setup (operational Concept, main trial layout
and functionalities, organizational provisions — described in D6.4)
The participants / “players” and their roles (also described in D 6.4)
The scenarios (described in detail in D6.2)
The technologies setup and integration at the trial site (described in D6.3)
The measurements (data logs, processes, tasks performed, event logs, recordings,
debriefings, questionnaires, interviews)
9 The evaluation and assessment process and tools (application of Measures of
effectiveness (MoEs) and aggregation of assessment results)

= =4 -8 4
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4.2 The Setup Site and its Facilities

The Emergency Services College (ESC) situated in Kuopio, Finland, provides education and training
under the supervision of the Ministry of the Interior. The College provides basic vocational training
and further training in rescue services including emergency response centre dispatchers. In addition,
the College provides courses and consultancy in

Emergency preparedness for authorities and persons responsible for civil defence
Civilian crisis management missions

International humanitarian operations together with UN, EU and NATO PFP

Special emergency tasks tailored for different organisations both nationally and
internationally

T
)l
1
1

Research

The College has a long experience of different national and international R&D projects (Currently 5
EU-level projects). Its expertise areas are ICT within emergency services, CBRNE and dealing with
cross-border emergencies. The ESC R&D Unit is in charge of the coordination of all the research
activities within the Rescue Services in Finland. The Unit has 15 employees and in addition there are
10-15 persons taking part in various research projects annually.

Facilities

The simulating and testing environment at the College includes following main building blocks:
9 TETRA radio network both real and simulated (TETRASIm)
9 Emergency Response Centre simulator (10 dispatcher work stations with full functional
CAD)
Incident Command Simulator
Three Computer Classrooms, Language studio, Laboratory etc.
Paramedic simulators
Training Ground (30+ hectares) with various training fields and testing facilities
including
O various emergency surroundings
o hazmat field,
0 meteorological station,
0 Sensor network with open platform for environmental monitoring
0 WLAN/ZigBee wireless network
9 Fire trucks, command cars, ambulances & other vehicles (70 units)

=A =4 =4 =4

The emergency service college area is shown in fig. 5.
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Housing
Area

Figure 5: The Trial Site

It has been offered by ESC management and selected by the COPE team as the most adequate
facility for the execution of the project’s major trials. Its basic characteristics and how it will
be used for the COPE trials will be described in D6.3 and .4., including:

= =4 =4 -8 -8 -9

The regular purpose and characteristics
Staff site size and qualifications
Infrastructure

Rules and regulations of impact to the trials
Provisions for COPE

Prerequisites for use

The main elements used in the COPE trials

= =4 =4 -8 -8 9

Planning and organizing capability

First responder personnel and organization

Command and control structure and means: Hardware, software
Training, exercising, recording, evaluation capabilities
Infrastructure (Terrain, buildings, vehicles etc.)

Equipment and supplies

Special prerequisites which will have to be regarded:

T
T
T
T

Language/ Translations

Functions to be simulated

Integration/ interfacing of the COPE system and technologies
Interference with the regular training programs
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4.3 The Scenarios

Figure 6 shows the principle scenario layout agreed upon by the COPE team already in June
2009.

The findings of COPE will be demonstrated and evaluated in Phase 2 and 3 against the background
of a challenging scenario and a scenario- based test environment appropriate for demonstration and
evaluation of solutions for first responder capabilities. The scenario will have to provide a
sufficiently comprehensive environment for rescue operations. The resolution should be high
enough to respond to the investigated systems and the scenario should allow “zooming™: i.e. to
investigate special sensitivities in greater detail, if required. To meet these requirements, a high
intensity large scale scenario was developed by CESS on the basis of major European disasters, in
particular the Enschede disaster in May 2000 and the Toulouse disaster in September 2001. The scenario
consists of a major disaster event with a subsequent modular set of individually described follow-
on events (“Vignettes”).

The major event happens in D-City located in Westland, close to the border between
Westland and Eastland and close to the neighbouring G-City located in Eastland. * The major
scenario event and catalyst for the follow-on events (“Vignettes”) is the explosion of a
Chemical Factory (Fireworks Factory, “FF”), located in D-City, as a result of a night-time
terrorist attack. Several containers with fireworks explode and set the whole factory on fire
(see ”Sector 3” of the principle scenario layout, shown in Figure 6, agreed upon by the COPE
team already in June 2009.), 52 of the 59 workers of the FF of the early shift were deadly
wounded as a result of the incident, seven suffered from severe injuries. Follow-on effects
occurred in the vicinity of the FF:

! The Scenario will foresee cooperation between the neighbouring countries Westland and Eastland upon request, if the
resources of Westland to manage the disaster and to provide sufficient fire fighting, ambulance and medical treatment
capability,are not sufficient. Past incidents such as the Enschede disaster showed that cooperative efforts were often
bureaucratically overruled or were lacking appropriate rules for fast and pragmatic ways of support and intergovernmental
agreements. As a consequence countries and their neighbours which suffered from major incidents improved their regulations
and transferred them into bilateral agreements on disaster management and support. In January 2006, the EU Commission
proposed to reinforce the existing European Civil Protection Mechanism on the basis of past experience and to provide a
suitable legal basis for future action in this area.
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Figure 6: The rough Scenario Outline

(1) By the force of the explosion of the Firework-containers, bricks and debris of all size were
catapulted in a circle around the FF, hit people on the roads, destroyed cars, smashed the
windows of the buildings around, spilled the circumjacent roads and made them impassable
even for fire-fighting vehicles. 36 casualties were distributed along the roads around the FF, 6
of them dead, 30 with injuries of all degrees of severity. The immediate recovery of the
injured people as well as intensive fire fighting was challenging, because of the impassable
roads. Heavy equipment to clear the roads will have to be employed.

(2) The intensity of the explosions and the initial fire immediately ignited the neighbouring
buildings, in particular the buildings of a brewery and the associated ammonia tank (“Sector
2”) of its cooling system. From the 52 Brewery workers only 14 suffered from severe injuries,
the others remained uninjured. When the Ammonia tower exploded, a poisonous cloud was
set free (“Sector 1) and threatened a Kindergarten (“Sector 6”) close by.

(3) The pressure wave of the explosions and subsequent glowing fragments hit the south-west
edge of the housing area and destroyed and ignited several houses. Many people left their
houses and were Killed or severely injured by fragments. 5 people died, 19 suffered from
severe injuries.

(4) When the ammonia cloud hit the housing area, people left their houses in panic and rushed
on the road, heading towards north or east. Some used cars, all struggling to leave the area
quickest possible. Immediately the road was blocked in both directions by left accident cars,
waiting traffic and panicking people. Seven people were injured, one person was killed. The
evacuation of the Kindergarten was interfered!
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A fire fighting infrastructure of eight fire fighting posts of different types was distributed over
the area of D-City, the region and the neighbouring villages of Westland. The fire fighting
capability of Eastland close to the border comprised two posts to be available upon pre-
regulated interagency request, if resources in Westland were not sufficient. The medical
infrastructure relevant for the disaster comprises 6 hospitals in D-City/ Westland and
additional medical facilities in Eastland, available upon request. It was also assumed that six
ambulance units were located at the same locations as the hospitals.

To execute the scenario, a Command Structure was assumed: The key persons are the Incident
Commander (IC), the Sector Commanders (SC) and the First Responders (FR). IC will be
responsible to conduct the rescue operations, the recovery of injured persons, to fight the fire
and to clear the situation. He will be supported by SC and FR. The Incident Commander
disposes police actions such as barricading the disaster area, blocking and clearing of road
traffic, installing preferred access routes, preventive evacuation measures, managing the
disaster tourism etc. He also will request ambulance and medical support.

The IC will also request and obtain additional resources from the “Unified Command”, a body
of representatives, respectively expert knowledge of Fire Brigade, Police, Ambulance and
Medical Service Command as well as of Public Authorities.

The Scenario is described in detail in D6.2

It is obvious that a scenario of such dimensions cannot fully be represented in a life
demonstration. Accompanying simulation is required for a full scale representation of the
events.

Compared to the capacities of the site, the scenario covers a much larger scope of number of
injuries participating staff, geographical area etc., which means that only a fraction of the
scenarios can be represented by real staff personnel, the remainder has to be simulated. Type
ant tools of simulations still have to be decided.

Table 1 gives an indication of the size of the directly involved staff:

Unit Min Number Max Number | Remarks
IC/ CS (Incident Commander / 11C 1
Command Support) 2 Support 2
2 X FF-Units (1+2 & 1+4) =4 4 Drivers 4
units 12 FFs 12
HAZMAT 3 5
Cleaning 2 3
Head of KMS (?) 1 1
Sensors Operation 2 3
EMS / Tank (Emergency Medical | 4 6 3 Patients walk
System) 2 Patients to carry
EMS / Factory 8 10 4 Patients walk
4 Patients to carry
Total 28 47

Table 1: Expected Staff Involved in the Scenario
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Figure 7 describes how the synthetic scenario will be transferred into the environment of the
real site in Kuopio (from D6.2).
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Figure 7: Transformation of the Scenario to the Real Site

The figure displays the topography and facilities of the Kuopio Site. The allocation of the
major facilities of the synthetic scenario such as the Fireworks Factory and the Brewery with
its associated Ammonia Tank is a matter of “renaming” of available facilities at the site,
which easily can fulfil the appropriate functions of the scenario elements. The road network of
the industrial area and its access roads has been easily transformed into the reality of the
Kuopio site, using the available road network. The two housing areas of the scenario, located
south and north east of the industrial area, separated by a rural area, are plotted in the map, but
they are notional areas only, as is the according road network. The vignettes (3) and (4)
described above are therefore a matter of virtual simulations. The lake, west of the industrial
area is real, providing fishing grounds and notional recreation facilities for the Citizens of D-
City! The figure shows a slope from the industrial area down to the lake indicating that the
countryside will drain to the lake. Real operating as well as simulated rescue forces will
therefore have to take care of all polluted and/or poisonous water.

Two notional schools (S1 and S2) are located west and east of the industrial area. Two
notional Kindergartens — Kgl and Kg 2 — are located north-west and north-east of the
Fireworks Factory close to the roads R-1 respectively R3. The notional Hospital MF_1 is
mapped south- east of the Brewery at the edge of the notional rural and the housing area.’

2 The rational of carrying different notional facilities such as kindergartens, schools or the hospital, though not
all of them have functions in the Scenario Vignettes is related to the fact that the wind direction will be
measured in reality in the course of the trials. The measured values will overwrite the presetting of the wind
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To allow for a combined life and virtual simulations, the coordinates of all — life and notional
- facilities and roads, relevant for the scenario and allocated or assumed to be located on the
site are registered.

4.4 The COPE Trial System Architecture

In a human factor and user oriented technology mapping and identification process,
established by WPs 2, 3, 4, solutions, components and technologies have been identified to
support First Responder effectiveness, COPE command and control and the development of a
common operational picture (COP). WP 5 has transferred and implemented the respective
findings into a subsystems, systems and systems-of-systems approach, including sensors,
sensor platforms, integration platforms, base station, C2 application including a COPE
decision support system (CDS). All of these subsystems have an internal infrastructure and
will (of course) have several internal interfaces.

Figure 8 shows the application of the technology in three areas:

1. First Responder System (FRS)
2. Cope Decision Support (CDS)
3. COPE Command and Control (CC2)

to increase efficiency of Incident Commander (IC), Sector Commander(SC) ,Fire Fighter
(FF), and Command Support Officer (CSO).

The First Responder System Hardware (FRS-HW) includes: a wrist mounted display, video
sensor (low light, infrared thermal), a helmet mounted display, WI-FI-(Wireless Fidelity)
adapter, human wearable PC, a power supply unit (PSU). A ”Sensor Integration Platform-
wearable” (SIP-W) integrates GPS for determination of location, an Inertial Measurement
Unit (IMU), a gas/toxicity detection sensor.

direction as given in the formal description, with the consequence that the Ammonia cloud may not hit the
school S2. To “save” the appropriate vignette, S2 will be replaced by S 1, Kg_1, Kg_2 or the hospital MF_1 in
the course of the trial, in accordance with the actually measured wind direction.
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Figure 8: The COPE System Architecture Reference (from D4.3)

Sector Commander (SC) and Incident Commander (IC) are equipped with a ”Sensor
Integration Platform — Wearable” (SIP-W) as well. SC is equipped in addition with a First
Responder System Control (FRS-C) Package, including a Laptop/Tablet PC, Breathing
Apparatus Entry Control Officer (BAECO) Support, Radio and a Wireless Fidelity (WI)
adapter. SC and IC are also equipped with a COPE C2 Lite package, comprising Anoto Pen
and Smartphone.

IC uses the Command & Control Command Support System (C2 CS/IC). FF, SC and IC use
the accordant displays via Human-Machine Interfaces (HMI).

The Command post vehicle hosts the Cope Decision Support (CDS) technology, the
Command & Control Command Support/Command Support (C2 CS/CS) modules, the COPE
Communication modules, including Wireless Local Area Net-work (WLAN), Wide Area
Network (WAN) and IT Security such as Firewalls and the Sensor Integration Platform
Command and Control (SIP-C) including Laptop and radio.

Via inter-technology data transfer the deployable sensor integrated platform (SIP-D) and
Environmental Sensor Integration package (SIP-E) is connected, providing Radio, GPS, air
toxicity, temperature, radio frequency identifier (RFID) information. Through the COPE
Gateway (GW), the Command Post Vehicle and the Command Support Officer(CSO) is
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linked with Command & Control Command Support System (C2 CS/IC), COPE C2 Lite and
First Responder System Control (FRS-C).

Detailed descriptions of the technologies and functionalities of the COPE Technical System
Architecture will be given in D4.3 and D5.1.7.

4.5 Role(s) of “Players” in the Trials

There will be different categories of persons/ staff involved in the exercise:
Roles will typically be played bay COPE team members and for some tasks also by external
Stakeholders.

Role Name Typical task To be featured
by
Emergency management staff | Incident command IC Original Kuopio
Sector command SC Staff
Command support CS (trainers and
trainees)
First responders in the field Mainly Fire fighters FF Trainees
Simulated FR-Staff and their First responder roles not or not fully COPE team
commands not represented in | staffed; and/or invited
the trial and their commands Medical service Stakeholders
Ambulance services
Police

(may also be represented by White
Cell personnel. Details in D6.3)

Simulated high level Play higher level planning and COPE team and
(“unified” or “Gold level” coordination invited
command) incl. political level, Stakeholder

local mayor and
representatives of the
individual services involved

“Operators” Technical staff to operate COPE COPE team
system and instruct/train and advise
Kuopio personnel

Directing Staff Conducting and supervising of the COPE team
trials
White Cells Individuals acting in roles not directly | COPE team

portrayed in the exercise (e.g. police,
media, political level)

Observers Individuals paying attention to specific | Invited
areas of interest (e.g. usability; Stakeholders and
cooperation, specific communication) | COPE team

Table 2: Main Roles and Tasks in the COPE Trials

Roles and tasks are defined and described in more detail in D6.3 chapter 5.4.
A typical setup contains Fig. 9 (from D6.3):
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Figure 9: Trial Exercise Player Groups and Actors

5 Possible Evaluation Scheme(s) and Methods

Schemes needed for the COPE evaluation are multi-dimensional. The main ordering
categories can be, just to mention a selection:

Technical performance of components or systems,

Procurement prices,

Operating cost

Political and/ or societal acceptance

Environmental, human or technical risks involved

Usability by the end-users

Improvement of the supported processes (e.g. Command and Control, FR actions)
Innovation and research challenges

Improvement of market position

Satisfaction of stakeholders

=4 =4 -0_-9_9_9_95_°2_2._-2-

When using these criteria, the evaluation results of the same object may widely vary
depending on the category of evaluator (“Stakeholder”). In order to level out this risk of bias,
for COPE decision was made to use the as ordering principle different stakeholder categories
embodying rather different views on the same subject (Fig.10).
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Figure 10: View on the overall Evaluation Problem

The substructure of the COPE evaluation methodology is determined by the different views of
the different stakeholders involved in COPE, and stakeholders from outside COPE which
have stakes in the generation and the use of a Common Operational Picture and in COP
enabling technologies.

For the typical COPE scenario, 7 stakeholder categories have been identified (Table 3):

Stakeholder Category/View Relevance w.r.t.
COPE
1. | Strategic planners & decision makers in the security minor
domain (public and private)
2. | Operational /tactical Command and Control (C2) high

organisations

3. | Providers of echnologies for generation and application of | high

COPs

4. | First responders on site (e.g. firefighters; police; high
ambulance)

5. | Researchers / scientific community including EU high

6. | The EU’s as a potential applicant of COPE technologies medium

7. | Society and and environentalist view minor













































































































